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A primer on blockchain technology and its potential for financial inclusion

Executive summary
The development of Bitcoin marked the advent of blockchain technology in 2008/2009. The
pseudonymous developer of Bitcoin was the first person to solve the “double-spend
problem” (i.e. the problem that simple digital files representing monetary units can be
copied and spent twice). In conventional digital payment systems, the central actor (e.g. a
bank) ensures that monetary units can only be spent once. By inventing a blockchainpowered solution to the double-spend problem, Bitcoin was able to create the first
international payments network that does not need a central party. The crypto currency
operates on a peer-to-peer basis.
In all blockchains, transactions (or other forms of data) are bundled in blocks, which are
cryptographically interlinked. Due to this, the manipulation of a certain block is visible in
every block that is created on top of this block. Additionally, the blockchain is stored on the
computers of a large number of network participants, so manipulation is made even harder
due to the sheer number of copies of the ledger. Since the advent of Bitcoin, blockchain
technology has rapidly progressed, and today hundreds of functional crypto currencies exist.
In fact, blockchains are today only a subset of “distributed ledger technologies”. All
functional distributed ledger technologies guarantee a high level of immutability and are
stored on many computers across the network. This is not always achieved by bundling
transactions in blocks, however. Nevertheless, the shorter term “blockchain” is often
(including in this paper) used when distributed ledgers are meant, and the differentiation
between the two terms is not relevant for the argument being made. This discussion paper
gives an overview of some important forms of distributed ledger technology, using concrete
crypto currencies as examples. It thereby aims to equip the reader with an intuitive
understanding of the different technologies as well as their benefits and drawbacks.
In the early days of Bitcoin, the full potential of the technology behind it was not yet clear.
Today, distributed ledger technology is often characterised as the “internet of trust”,
referring to its usefulness for a very broad range of applications. This discussion paper
focusses on (i) the role of crypto currencies to enable international payments, and (ii)
blockchain-powered land registries. Note that the former use case is the “traditional” form
of blockchain technology. Existing distributed ledger networks enable very low-cost
international remittances, while the exact rates depend on the concrete currency pair. The
latter use case – blockchain-powered land registries – covers a more recently developed
field of application: the use of blockchain technology to improve government services. The
advantages of both types of use cases include a high level of immutability and a reduction
in transaction costs. Although international payments are an essential part of financial
inclusion, there are reasons to believe that blockchain-powered land registries could also
foster financial inclusion. In fact, a reliable stewardship of land titles enables their use as
collateral. This is essential for increasing credit access for people in developing countries.
The flip side of blockchain technologies’ innovative nature is that it comes with new types
of risks. An important part of these risks stems from the fact that many blockchain networks
(including Bitcoin) are not organised as decentrally in practice, as was originally envisioned.
Quasi-central entities in the network face the same IT risks as banks (e.g. the risk of getting
hacked by cyber thieves). In addition, these actors were sometimes not as professionally
organised, at least in past years. Due to this, many crypto currency investors lost (parts of
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their) investments. Regulators’ efforts to address these issues by applying consumer and
investor protection measures to the field should be intensified. It is also important to counter
the illicit use of certain crypto currencies and concealing services that claim to offer
anonymous digital transactions. On the other hand, regulators should not ignore legitimate
needs for privacy, as the entire transaction history (but not the personal details of network
members) of many crypto currencies is publicly available. Keeping in mind the universal,
indivisible and interlinked nature of the Sustainable Development Goals, an environmental
risk of blockchain technology should not be omitted: certain types of blockchains (including
Bitcoin) have extremely high energy consumption levels. Government agencies and other
actors can avoid this environmental externality by using low energy-intensity variants of the
technology (Sections 2.2-2.4). The high levels of volatility of many crypto currencies are
an economic risk, which can also be avoided by using less-volatile alternatives (e.g. crypto
currencies that are pegged to the US dollar).
When aiming to use distributed ledgers to foster financial inclusion, it is essential to keep
in mind the diversity of the technologies and their properties. Efficiency losses and a
suboptimal user experience are the likely consequences of solely focussing on the most wellknown forms of distributed ledgers. Regulators should follow a proportionate approach that
balances the benefits and risks of the many forms of this groundbreaking technology.

2
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1

Introduction

In 2008, an individual or a group that used the pseudonym Satoshi Nakamoto published the
article “Bitcoin: A Peer-to-Peer Electronic Cash System”. The article outlines the functional
principle of the first crypto currency, whose software would be released in 2009. The
creation of a truly peer-to-peer (i.e. without a trusted central party) electronic cash system
was, up to that point, an elusive task for software developers. One of the main challenges
for developers was the effortless duplicability of digital files, which leads to the “doublespend problem”: conventional digital files meant to be used as monetary units can, unlike
physical forms of money, be easily copied and given to multiple recipients, thus completely
compromising the scarcity – and thereby the value – of the currency. In the absence of a
technical fix to the double-spend problem, trusted central parties such as banks, money
transfer operators (MTOs) (e.g. Western Union), internet payment companies (e.g. PayPal)
and mobile network operators (e.g. Safaricom1) are needed to ensure that money can only
be spent once within their respective electronic systems. Satoshi Nakamoto solved the
double-spend problem for Bitcoin by inventing what was later to be called a “blockchain”,
thereby eliminating the need for a trusted central party.2
The name “blockchain” refers to the fact that all transactions are bundled in blocks. The
Bitcoin network, which is not only home to the first crypto currency, but also the first
application of blockchain technology, produces new blocks about every 10 minutes. These
blocks are cryptographically interlinked, so that a manipulation of a certain block is visible
in every block that is created on top of this block. Additionally, the blockchain is stored on
the computers of a large number of network participants, so manipulation is made even
harder due to the sheer number of copies of the ledger.
In addition to blockchains, the advent of Bitcoin has inspired the development of diverse
“distributed ledger technologies”, which share a high level of immutability and security.
Blockchains are actually a subset of distributed ledger technologies (see Figure 6), but the
terms are often used interchangeably. Unless the distinction is relevant for analytical
purposes, this paper uses the shorter term “blockchain technologies” more often.
Due to this solution to the double-spend problem, crypto currencies, which are enabled by
distributed ledgers, seem to have the potential to revolutionise the finance sector. One of the
lowest-hanging fruits is (international) payments. Access to payments and the ability to
safely store money are surely essential parts of financial inclusion. If crypto currencies were
a widely accepted form of payment internationally, people could just transact across
borders, and the beneficiaries could spend the crypto currency on the products and services
they demand. This way, they could avoid paying high fees to MTOs, such as Western Union.
Currently, one does not observe universal acceptance of crypto currencies in any country,
but there are blockchain-powered innovations in the remittance market that create benefits
under current market conditions (Section 3.1). In addition, blockchain technology is

1
2

Safaricom operates the mobile payment system M-Pesa in Kenya (Safaricom, 2017).
Two noteworthy precursors of Bitcoin were Wei Dai’s b-money and Nick Szabo’s Bitgold, which were
both conceptualised in 1998. Neither of the two concepts was implemented, but especially Bitgold is
conceptually similar to Bitcoin. Important innovations of Bitcoin over Bitgold were the incentivisation of
transaction processing and increased security, that is, resistance to sybil attacks (Bitcoinwiki, 2016a; Peck,
2015).
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beginning to spur innovation in the insurance and lending sectors (e.g. Ether World, 2017;
Lorenz et al., 2016).
However, blockchain technology has a broad potential that goes beyond purely financial
applications. The technology effectively enables people who do not trust each other to
transact with each other without the need for a trusted third party.3 Due to this feature, The
Economist (2015) described blockchain technology as a “trust machine”. The trust creation
is made possible by a high level of immutability and can potentially lead to large reductions
in intermediation costs. Examples of sectors that the technology may substantially change
include value chain management (IBM, 2016), various services of the sharing economy or
even the automation of firms (Tapscott & Tapscott, 2016). Blockchain technology could
also improve government services such as identity management (e.g. Bitnation, 2017),
humanitarian aid (Tapscott & Tapscott, 2016) or land registries. The quality of land
registries in many developing countries in particular could benefit from the high level of
immutability that blockchain technology offers. A trustworthy land title is not only
important for securing the rights of private and business property owners, but also to further
their financial inclusion (Section 3.2).
The remainder of this paper is structured as follows: Section 2 simplifies the operating
principles of different distributed ledger technologies and aims to convey an intuitive
understanding of how they work, without diving so deep as to explain mathematical
formulas. Nevertheless, the section does contain some level of technical detail, because the
author believes that understanding some details is necessary to be able to judge realistically
the potential and risks of the technology. All too often, blockchain technology is seen as a
trust-creating black box, which may lead to incorrect expectations.
Building on this foundation, the potential of the technology for financial inclusion is
analysed in Section 3 by using the examples of (international) payments and land registries.
Whereas payments are an important part of financial inclusion, the connection to land
registries is indirect. However, there are convincing arguments as to why land registries are
very important for fostering access to credit. This example was chosen because it illustrates
the broad potential of blockchain technology.
In most cases, new technologies not only come with unexplored potentials, but also with
new types of risks. Section 4 discusses the security, immutability and privacy of distributed
ledger systems, focussing on security risks as well as the externality of high levels of
electricity consumption and price volatility of crypto currencies. Section 5 concludes and
gives some regulatory recommendations. An important general finding of this paper is that
the potential as well as the risks of blockchain technology vary widely across the different
types of distributed ledgers and their concrete implementation.

3

4

Whether this holds true in practice depends on the concrete design of the blockchain (see Section 4.1).
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2

What are blockchains and distributed ledgers?

All distributed ledgers use “consensus mechanisms” to reach agreement over “shared data
in peer-to-peer networks” (this definition is a slightly modified version of the one from Van
Valkenburgh, 2017). There are closed distributed ledgers, but with the exception of ledgers
for land registries, this paper focusses on open forms, which are fully accessible to the
public. As mentioned in the introduction, blockchains are a subset of distributed ledgers.
To prevent the manipulation of data stored in the ledger, cryptographic techniques that link
all pieces of data are applied. An important element of distributed ledgers are hashing
functions. A hash is a fingerprint of data. It is generated using mathematical rules that
convert an input of any length into a fixed-sized string of letters and numbers. Figure 1
illustrates how similar inputs are transformed – by using the cryptographic “secure hash
algorithm 1” (more commonly known as SHA-1) hash function4 – into hashes that look very
different from each other. To verify that a given hash correctly represents the input, one
only has to run the hash function on the input, which is easy to do, computationally.
However, it is practically impossible to find out what the original input is if one only
possesses the hash.5
Figure 1:

A cryptographic hash function

Source: Wikipedia (2017, slightly modified)

Distributed ledger systems differ significantly, and especially so regarding their consensus
mechanisms. Therefore, it seems more useful to describe some actual approaches rather than
explain the general idea of distributed ledgers in more detail. In the following, it is explained

4

This particular hash function is no longer secure (see footnote 5), but it is still useful for illustrative purposes.

5

This is true as long as the cryptographic hash function is secure. Some hash functions have been shown
to be insecure in the past. Future developments such as the advent of quantum computers could make
several more of them insecure (Castor, 2017).

German Development Institute / Deutsches Institut für Entwicklungspolitik (DIE)

5

Jan Ohnesorge

how Bitcoin, Ethereum, NEM, Ripple and IOTA work in order to equip the reader with a
sense of different distributed ledger technologies.

2.1

Bitcoin

This section illustrates the functioning principle of Bitcoin using an example that largely
builds on information provided in Nakamoto (2008) and Bitcoin.org (2017).
To transfer an amount of Bitcoin, user Alice needs to know a Bitcoin address6 of the desired
recipient, Bob, and sign the transaction with her private key. The private key functions as a
password that is cryptographically associated with her Bitcoin address. To make sure that
her transaction is processed (in a timely manner), she includes a variable transaction fee.
The price of the transaction fee is determined by supply and demand. Thus, Alice signs the
transaction, which specifies Bob’s address, as well as the transaction fee and broadcasts it
to the network.
In the next step, so-called miners7 individually collect all valid transactions that they would
like to process and bundle them into a new block proposal. Blocks may not exceed the
maximum block size, which is currently 1 megabyte (Madeira, 2017). All miners transform
their respective block proposal into hashes, aiming to be the first miner to create a hash that
fulfils a certain rule: to make it difficult to calculate a permissible hash, there is a requirement
that the hash has to start with a certain number of zeroes. To enable this, a “nonce” (a number
that is only used once) is part of every block. The only known way to calculate the hash of
a block in accordance with the required number of zeroes is to change the nonce to a
discretionary number, calculate the hash and repeat the procedure until the hash meets the
requirement. This proof of work (PoW) consensus algorithm is purposefully computationally
intensive in order to deter attackers (see the section on network forks below).
When a valid hash of a new block is found, the miner broadcasts his or her new block, and
the other miners normally accept the block, provided it adheres to all the rules (e.g. the block
size limit). The successful miner receives a reward that is made up of a bounty of newly
“mined” Bitcoins, as well as the combined fees of all the block’s transactions. If Alice’s
transaction to Bob was included in this block, Bob receives the payment. However, in order
to not have the transaction end up in a network fork, he waits until a sufficient number of
blocks are mined on top of the block that contains Alice’s transaction before confirming the
payment. The more blocks he waits for, the more confident he may be that his block is not
part of a network fork (six blocks is often deemed sufficient).

6

It is standard practice to use a new Bitcoin address for every transaction one receives in order to enhance
security and privacy. In addition, if an address is used to send Bitcoin to another address, the remaining
balance does not remain at the original address, but is transferred to a newly created address. This is
normally done automatically by Bitcoin wallets (Bitcoinwiki, 2016b, 2017c).

7

This simplified example omits the role of full nodes, which distribute new transactions to Bitcoin miners
and check the validity of transactions and blocks (Bitcoinwiki, 2017b). In the Bitcoin white paper, the
roles of full nodes and miners are not split, but this division of labour emerged later (Nakamoto, 2008).

6
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Box 1:

A short history of Bitcoin mining

When Bitcoin was created in 2009, the mining was typically done on regular PCs using the central
processing unit (CPU). Oftentimes, Bitcoin users ran the mining software on their computers when they
had spare capacity. However, it was quickly discovered that graphics processing units (GPUs) were more
efficient at Bitcoin mining, and the first computers were outfitted with up to six GPUs to maximise the
income generated by mining.
In 2012, the first specialised computers for Bitcoin mining were introduced. The application-specific
integrated circuit miners (ASICS) increased the efficiency of Bitcoin mining by a factor of 10. ASICS
quickly pushed GPUs out of the market and fuelled the building of big data centres that are specialised to
mine Bitcoin (ForkLog, 2016). These datacentres were predominantly built in China, where they are
powered by a cheap and coal-dominated energy mix. ASICS are constantly optimised, and their typical
lifespan is only a few months, after which they are replaced by the next generation of more-efficient devices
(Down & Hutchinson, 2015). The casual observer may be tempted to think that the rapid efficiency gains
of mining hardware should at least bring down the levels of electricity usage of Bitcoin, but this is not the
case. Instead, the rising Bitcoin price is motivating more actors to invest in Bitcoin mining, which is fuelling
extremely high and rising levels of electricity consumption (Section 4.2).
Along with technical improvements, the organisational level of the miners also rose. Today, most mining
is done through mining pools, that is, associations of miners that are formed to generate a relatively steady
stream of income for miners, instead of getting a big reward occasionally (Coindesk, 2014). An increasingly
popular way to invest in Bitcoin mining is to engage in so-called cloud mining, which means renting part
of a Bitcoin mining data centre to receive the Bitcoins it mines.

Network forks
Instead of forming a part of the main chain, a block can also turn out to be part of a fork.
This happens quite regularly by coincidence, but forks may also be created purposefully in
order to attack the system.
When two miners (almost) simultaneously broadcast a new block, a temporary fork appears
(Figure 2). The information about the two new blocks may not be distributed evenly across
the network, so that some miners will receive the upper block 1 first, whereas others will be
informed about the lower block 1 first.
Figure 2:

Normal occasional forking

Source: Based on Bitcoin.org (2017)

Miners will typically start mining on top of the block that they received first. When the next
valid block is mined, the stalemate is resolved, and any miner who mined on top of the
unsuccessful branch will switch to the successful one. This procedure is called the “longest
chain rule”. Stale blocks may be a nuisance to miners because, if they happen to mine a
block that turns out to be stale (i.e. part of a fork), they will not be able to spend their mining
reward. However, they are not a security threat as long as they are not deliberately produced
to attack the network.
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It is purposefully made difficult to find new blocks in order to avoid attacks that aim to rewrite
part of the transaction history and double-spend an amount of Bitcoin. Such an attack is called
an “alternative history attack”, and it is feasible if a miner controls a significant portion of the
computational power of the Bitcoin network. To see how this would work, consider Figure 3.
Figure 3:

Rare extended forking

Source: Based on Bitcoin.org (2017)

Let us assume the attacker spent 10 Bitcoins in the upper block 1 of the blockchain and
immediately received a good or service in return. He could subsequently create a fork by
mining the lower block 1 and include a transaction that spends the same 10 Bitcoins again.
This is possible because, in this fork of the blockchain, the funds have not been spent by him
yet. The chances of successfully completing this attack by making the lower branch the
longest chain are dependent on the share of computing power that the attacker controls.
Additionally, the more blocks that are mined on top of the upper block before the attacker has
received the goods or services and can start to create the fork, the harder it is to successfully
conduct such an attack. If the attacker consistently controlled the majority of the mining
capacity, he could enlarge his fork of the network up to the point in block 5, whereby his
branch would become the longest chain. Under the stated conditions, this is ultimately
possible no matter how long the lead of the main network is that he has to catch up with.
It should be noted that there can be extended forks, which are legitimate. For example, forks
can also be formed as a result of a split of the network on the question of which new rules
to introduce. Bitcoin Cash, which can be seen as another version of Bitcoin with slightly
different features (see Table 1 in Section 2.4), is the most prominent example of such a fork
(The Economist, 2017a). Another reason for a non-fraudulent fork is disagreement on
whether to rewrite the transaction history to undo a malicious transaction (Section 4.1).
Future development
Bitcoin developers plan to introduce the “Lightning Network”, which will provide prefunded payment channels that are rooted in the blockchain. Alice and Bob may, for example,
decide to put one Bitcoin in their shared channel (this would be recorded on the blockchain).
Each time Alice wants to pay Bob (or vice versa), they both have to sign the transaction,
but this is not recorded on the blockchain, but only in the Lightning Network. Each party
can unilaterally end the payment channel, and the current balance is recorded on the
blockchain (Lightning Network, s.a.). Due to the designation of funds to a specific payment
channel, the Lightning Network is best suited for small and recurrent transactions. Its
advantages include reduced transaction fees and increased transaction speed (Section 2.4).

8
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2.2

Ethereum and NEM

Ethereum
Ethereum ranks second among crypto currencies after Bitcoin in terms of market
capitalisation (Coinmarketcap, 2017). However, it is more than a crypto currency due to the
network’s strong ability to host smart contracts.
Box 2:

Smart contracts

Smart contracts are digital programs that embed contractual clauses. Their performance is mediated by
technological means, and they are irrevocable. Smart contracts can fully replace the functionality of
conventional written contracts or complement them by automating a certain aspect of a contract (R3 and
Norton Rose Fulbright, 2016).
Perhaps the simplest example of a smart contract is a vending machine (Szabo, 1997). A more recently
implemented example that was also foreseen by Szabo (1997) is the automatic accessing of (rental) cars.
As soon as you fulfil your contractual obligation (e.g. submit your credit card information and agree to let
the car rental block a certain amount on it), a program recognises this fact before technological elements of
the car (e.g. an automated lock) enable you to access it using your smartphone. These examples clearly
show that smart contracts function independently of blockchain technology. However, the concept is seen as
a very interesting complement to blockchain technology, because it enables blockchains to decentrally
organise more complex issues than exchanging a virtual currency. To stay with the above example,
blockchain-enabled smart contracts could enable an automated peer-to-peer car rental. Car owners would only
need to specify the availability and rental price of their car, build in an automated lock and leave collecting
the payment and proving access to the car to the smart contract. However, the example of a peer-to-peer index
insurance is more relevant for developing countries in the short term. Index insurances pay out a certain
premium if a certain index (e.g. a certain number of days without rain) hits a certain level, regardless of actual
outcomes for insurance takers (e.g. if the harvest of a farmer was compromised by the insufficient rainfall).
This type of insurance is often feasible when other forms are not, because it does not suffer from adverse
selection and moral hazard problems (Banerjee & Duflo, 2012). A blockchain-powered smart contract that
enables an automated (peer-to-peer) index insurance could increase competition and drive down prices for
index insurances. In fact, a “hackathon” challenge to design such a system on a non-peer-to-peer basis was
published by Swiss Re (2017). The high irrevocability of smart contracts is especially important in this context,
because it gives unknown insurance providers a means to credibly guarantee full payout in case the index hits
a certain level. In fact, payout is completed automatically, so insurance takers do not need to trust individual
insurance givers, but only the accuracy of the smart contract and the weather station. On the other hand,
insurance givers also do not need to trust insurance takers to pay their instalments in time, because the smart
contract could automatically inactivate it in case of unpaid instalments. These examples show that smart
contracts enable blockchain technology to decentralise a broad array of services, including internet of things
(IOT) devices such as smart locks and smart weather stations.
A discussion of smart contracts would be incomplete without touching upon the risks of the technology.
Relatively simple contracts are often very hard to translate into computer code, and small coding errors can
have disastrous consequences (see Section 4.1 for an example). In addition, the legal status of smart
contracts is unclear in many jurisdictions. An example in German law is that highly complicated smart
contracts (e.g. contracts where you transfer certain decisions to an artificial intelligence) are facing legal
scrutiny because, according to the Federal Supreme Court, “machines/ software cannot make [the
obligatory] valid declaration of intent” (R3 and Norton Rose Fulbright, 2016, p. 42). Thus, a legal person
has to take responsibility for the actions of an artificial intelligence and has to act as a contracting party
(which poses some limits on the automation of the contract). In addition, legal ambiguities may also arise
if it is questionable whether a contracting party has more than a “vague appreciation of what the smart
contract does or provides for” (R3 and Norton Rose Fulbright, 2016, p. 43). The short-term relevance of
these limits and ambiguities may seem to be low, but a fully automated organisation that worked on the
basis of smart contracts already existed (and failed) in 2016 (see below). It follows that these insecurities
are already starting to matter today. One can argue that very complicated smart contracts ought to be
forbidden, but regulators should definitely provide legal certainty.
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Ethereum’s current consensus algorithm is PoW. Although the consensus mechanism is
technically different from Bitcoin’s, it requires the solution of difficult-to-solve
mathematical problems (Github, 2017). However, its developers are planning to slowly shift
to a proof of stake (PoS) system. PoS essentially awards the right to create a block to users,
depending on their committed funds in the respective crypto currency. If you, for example,
stake 0.1 per cent of the coins of a pure PoS crypto currency, you would be allowed to create
one block in a thousand. This would give you the right to collect the transaction fees as well
as a possible block creation reward. The exact mechanism that determines who gets to create
which block varies from implementation to implementation. However, in general, “stakers”
select the transactions they would like to include and electronically sign them. In contrast
to PoW, this process requires fewer calculations, and therefore less energy.
The Ethereum developers plan to introduce a PoS system in the near future called Casper,
which will initially only be used to create every 100th block in the blockchain, while the
rest of the blocks will still be mined using PoW (Edwards, 2017). Two whitepapers that
describe the technical and economic features of the shift were published in 2017 (Edwards,
2017). A problem with a very simple PoS system is that, unlike in PoW systems, it is not
costly to create blocks on different forks of the network simultaneously. This would enable
double-spend attacks. Casper solves this problem by financially penalizing forbidden
behaviour such as signing blocks on different branches of the blockchain. This is done by
requiring potential block creators to contribute a large sum of “Ether” (Ethereum’s crypto
currency) into a security deposit. Should any user of Ethereum notice fraudulent behaviour,
they may red-flag this and automatically receive a small share of the offender’s security
deposit. The rest of the offender’s security deposit will automatically be destroyed. Thus, if
an attacker aims to conduct an alternative history attack, she would have to repeatedly invest
a large amount of money. This seems to be a convincing system, and time will tell whether
it functions reliably. If Ethereum successfully manages the transition to a PoS system, this
would drastically reduce the energy consumption levels of the network (Section 4.2). In
addition, this could also increase the transaction capacity of the network and reduce
transaction costs (Edwards, 2017). A successful shift to PoS could potentially also spark
interest in the Bitcoin community, which is consuming even more electricity and is
experiencing higher transaction costs as well as lower transaction capacity.
NEM
A consensus algorithm that builds on PoS has been demonstrated to work well for the crypto
currency NEM (New Economy Movement). NEM ranks 10th among crypto currencies in
terms of market capitalisation, as of 19 November (Coinmarketcap, 2017). Its consensus
mechanism is called proof of importance (PoI) and takes into account the amount of XEM
(the currency of NEM) a user owns, but also net transfers to and from other NEM members,
as well as other graph theoretic8 measures of importance in the network (NEM, 2015).

8

10

Graph theory is used in such diverse fields as social network research and neuroscience to determine the
importance of nodes.
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2.3

Ripple and IOTA

Ripple
Ripple and IOTA (ranked fourth and eighth, respectively, among crypto currencies in terms
of market capitalisation; Coinmarketcap, 2017) are distributed ledger systems, but not
blockchains (see Figure 6 for an overview). Ripple works with a voting-style consensus
mechanism that allows gateways (mainly banks and other public institutions) to vote on the
veracity of the transactions proposed by users. Gateways check the veracity of transaction
proposals that they receive from users and put all valid transactions up for vote. Then they
vote on all transactions that their unique node list (UNL) approves of. This list is a subset of
all gateways chosen by the Ripple algorithm, or by gateways themselves in order to minimise
the likelihood that the members of that group collude to attack the system. Voting is normally
done automatically using an algorithm that is controlled by each gateway. The process of
voting takes place in several rounds, in which transaction proposals are distributed in the
network and any mutually conflicting transactions are eliminated. Transactions that do not
meet the minimum quorum of approval, which increases each round, are discarded. In Figure
4, for example, the quorum of approval is 60 per cent, and the UNL consists of three gateways.
As transaction proposals A and C fulfil this quorum, they pass this round and are voted upon
again in the next round, whereas transaction proposal B is discarded.
Figure 4:

Voting-style algorithm

Source: Author, based on Cohen, Schwartz and Britto (2017)

All transactions that at least 80 per cent of a gateway’s UNL approve of in the last round
are added to the ledger. To ensure that all UNLs of the network come to the same result in
the last round, a minimum level of connectivity between gateways needs to be ensured
(Schwartz, Youngs, & Britto, 2014).
Another noticeable feature of the Ripple network is that it not only allows for the trading of
its native currency, Ripple, but it also allows gateways to issue digital representations of
(fiat) currencies or other assets of value. These so-called IOUs (abbreviated from the phrase
“I owe you”) may then be traded freely among participants of the network. The settlement
of IOUs takes place outside of the Ripple network, so the acceptance of issuances requires
trust in the issuer. However, the Ripple network automatically creates trust paths to exploit
the fact that even people who do not trust each other can pay each other if they are connected
through intermediaries, which form a line of trust. For example, if Alice accepts Bob’s IOUs
and Bob accepts Carol’s IOUs, then Carol can automatically give an IOU to Alice through
Bob. However, if Alice later wants to swap the IOU for actual money, she would ask Bob
to pay her outside of the Ripple network in exchange for deleting the IOU. If he does so and
Carol does not live up to her IOU to Bob, Bob will have to bear the loss. Thus, participants
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must carefully choose which actors they trust up to which amount, because otherwise they
may incur losses, even without actively taking part in any transactions. For this reason, IOUs
from reputable institutions are preferred by many users. Ripple allows these institutions to
collect a transfer fee (e.g. 0.2 per cent of the amount transferred; Ripplewiki, 2014).
In reality, the trust paths that Ripple establishes are much longer than in the above example,
and many users accept IOUs as they would accept money – thus rarely, if ever, asking to
swap IOUs for money outside the Ripple network. As long as all trusted parties honour their
IOUs, Ripple is an efficient and universal system to transfer any currency (or other type of
intangible asset) internationally.
Ripple is set up as a company and cooperates intensively with banks, which has raised some
criticism in parts of the blockchain community, due to their aim to decentralise financial
services completely. However, Stellar works very similarly, but it is set up as a non-profit
organisation and has a broader focus regarding cooperation partners (Stellar Development
Foundation, 2017). Stellar ranks 17th among crypto currency in terms of market
capitalisation, as of 23 November (Coinmarketcap, 2017). NEO also uses a voting-style
algorithm, but, in contrast to Ripple and Stellar, it focusses on the provision of smart
contracts (Table 1).
IOTA
IOTA uses a directed acyclic graph – better known as the “Tangle” – as a consensus
mechanism. In contrast to a blockchain, there are no blocks; instead, each transaction
confirms two previous transactions. In Figure 5, all the grey blocks are unconfirmed
transactions, which each confirm two other transactions. In contrast, the green blocks are
confirmed by the entire network, while all the grey blocks indirectly confirm all the green
blocks. The red blocks are confirmed by parts of the network. The level of confirmation the
receiver requires to accept payments is subjective, but for very large transactions, 99 or 100
per cent is advisable.
Figure 5:

The “Tangle”

Source: Schiener (2017)

The system secures transactions using PoW. However, in contrast to Bitcoin and Ethereum,
the levels of difficulty and associated electricity consumption levels of calculating hashes are
so low that transactions can be completed on simple transacting devices (e.g. on a smartphone)
in a few minutes. So although there are no reliable estimates regarding the power consumption
of an IOTA transaction, it is clear that IOTA is – by magnitudes – more energy-efficient than
Bitcoin, Ethereum or any other major PoW-powered blockchain. A reason for this low level

12

German Development Institute / Deutsches Institut für Entwicklungspolitik (DIE)

A primer on blockchain technology and its potential for financial inclusion

of energy consumption is that there is no competition to be the first to complete the PoW, as
it is computed by each network participant for every transaction (Falls, 2017; Popov, 2017).
Because there are no intermediaries involved to bundle and verify transactions, IOTA works
without any transaction costs, which makes it suitable for micro transactions. In addition, it
has a high transaction capacity due to the absence of block size limits. Another remarkable
feature is the high partition tolerance of the network. It is possible for devices that are
connected by local networks to transact between them and only register their transactions a
few times a day with the main Tangle online. These features enable IOTA to process the
transactions of IOT devices, which are expected to pay very small sums to each other (e.g.
to pay for short-term internet access) without being connected to the internet at all times
(IOTA Foundation, 2017). On the other hand, the zero cost and high-capacity features are
also appealing to human users (e.g. remittance senders).

2.4

Comparing different distributed ledger technologies

Figure 6 gives an overview of different distributed ledger systems.9 Relatively widely used
consensus algorithms (coloured orange) and data structures (coloured white) are displayed.
Figure 6:

Venn diagram of distributed ledgers

Note that all arrows represent confirmations (of blocks or transactions respectively). Thus, their direction
is opposite to the arrows in Figures 2 and 3.
Sources: Author, based on Bitcoin.org (2017), Cohen et al. (2017), Github (2017), NEM (2015), NEO
(2017a), Scott (2017), Stellar Development Foundation (2017)

9

The Venn diagram is bound to be incomplete due to the dynamic developments taking place in this field.
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The most frequently used consensus algorithm is PoW, which is used in many blockchains,
including Bitcoin (Section 2.1), but also in the Tangle, as implemented in IOTA (Section
2.3). In PoW systems, one has to perform complex calculations in order to be able to create
ledger entries. Alternative consensus algorithms, which are used in blockchains, include
PoS and PoI. In PoS systems, one has to stake a certain amount of crypto currency to be
able to create ledger entries. PoS is planned to be introduced in Ethereum (Section 2.2), but
this will not be the first PoS implementation. For example, the crypto currency Nxt (ranked
28th in terms of market capitalisation, as of 13 December 2017) was designed to
accommodate for PoS. PoI systems aim to gauge the importance of a user to the system and
allocate the right to create ledger entries accordingly. PoI is implemented by NEM (Section
2.2.). Voting-style algorithms, in contrast, let validators vote on the validity of transactions
in several rounds until a threshold of agreement is reached.
Data structures displayed in Figure 6 include the blockchain and the Tangle. In blockchains,
validators (miners in the case of PoW blockchains) confirm transactions by creating blocks
on top of the last block that is created (Section 2.1). In the Tangle, every participant of the
network validates two previous transactions (Section 2.3). The data structure of voting-style
algorithms is similar to that of a blockchain, in that transactions are bundled and recorded
in cryptographically linked ledger entries. However, using voting-style algorithms, no forks
may appear, because each voting round has only one unambiguous outcome.
To illustrate the differences in performance of different distributed ledger systems, concrete
crypto currency networks are analysed in the following. Table 1 compares the main features
of the top 10 crypto currencies in terms of market capitalisation. Differences across
currencies are considerable in all dimensions. Whereas transaction fees and average
transaction times are indicators that influence customer satisfaction, transaction capacity is
an important indicator of the ability of a crypto currency to scale up and become a
mainstream payment mechanism. An often-cited – and up to now unreached – benchmark
is the transaction capacity of the VISA payment network, which can process up to 45,000
transactions per second (Coindesk, 2017a).
In terms of electricity consumption, PoW blockchains are wasteful when compared to
conventional payment systems or all other described distributed ledger systems. This includes
the Tangle, which also uses PoW but is not structured as a blockchain. From a sustainable
development perspective, the extremely high levels of electricity consumption of the two
largest crypto currencies – Bitcoin and Ethereum, the latter of which is at least planning to
switch to PoS – is particularly worrying. The additional feature column shows that some of
the biggest crypto currencies go far beyond the enabling of payments. Especially Ethereum
and NEO are more accurately characterised as universal platforms for smart contracts that
also provide a crypto currency functionality. It should be mentioned that smart contracts can
also be implemented on other distributed ledgers, including Bitcoin, but the support for smart
contracts on these platforms is limited. The only additional feature that is not unambiguously
positive is the increased level of privacy that the crypto currency Monero provides. There are,
of course, legitimate reasons for demanding these features, but an anonymous digital form of
money is obviously appealing to many sorts of criminals, too (Section 4.1).
Table 1 shows, that the biggest crypto currency, Bitcoin, is constantly grouped among the
currencies with the worst characteristics. An important reason for this could be that Bitcoin
was the pioneer, and its successors were able to optimise their currencies after analysing
Bitcoin’s strength and weaknesses. One can imagine that it is easier to build an improved
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crypto currency from scratch than to upgrade an existing system. However, it is not
surprising when a pioneer is overtaken by competitors, but rather that it is technically
superseded, yet continues to dominate the market. Bitcoin is the number one crypto currency
and has a market share of about 55 per cent, as of November 2017. This is in spite of average
transaction fees of USD 7.32, which make the currency more expensive than some
conventional international remittance services, let alone the national payment options. For
example, eight conventional remittance providers offer cheaper rates for sending USD 500
from the United States to the Philippines (World Bank, 2017a). This makes the crypto
currency look more like an investment vehicle than a competitive payment mechanism
(Section 4.3). However, the introduction of the Lightning Network may change this
situation, as it would at least drastically improve performance in terms of all four dimensions
for small and recurrent transactions (Section 2.1).
Table 1 highlights the enormous performance differences between the 10 biggest crypto
currencies.
Table 1:

The 10 biggest crypto currencies

Crypto
currency

Average transaction fee in USD

Average transaction time

Transaction capacity per second

Energy
efficiency

Additional
features

1. Bitcoin

7.32

9-10 minutes

7

2. Ethereum

0.22

14 seconds

20

Supports smart
contracts

3. Bitcoin
Cash

0.32

9-10 minutes

50

Low (PoW
blockchain)
Low (PoW
blockchain)
Low (PoW
blockchain)

4. Ripple

0.0000024
(+ IOU fee)10

3.5 seconds

1,000

High (Votingstyle algorithm)

5. Litecoin

0.15

2 minutes

56

Low (PoW
blockchain)

6. Dash

0.30

2-3 minutes

(4,000)11

7. NEO

A few seconds

1,000

8. IOTA

None
(+ variable fee)10
None

500-800

9. Monero

2.43

No data
available
2 minutes

10. NEM

0.21

30 seconds

(3,000)11

Low (PoW
blockchain)
High (Votingstyle algorithm)
Rather high
(PoW Tangle)
Low (PoW
blockchain)
High (PoI
blockchain)

1,700

Enables IOU
transactions in
any currency

Supports smart
contracts
Especially suited
for IOT devices
Advanced
privacy features
Integrated
reputation
system

Note that this table is based on data from 20 November 2017. It represents a snapshot and may be subject to significant
changes within short time spans. Furthermore, the accuracy of the data on transaction times and capacities varies and
is in some instances only based on estimates. It should, however, give the reader a feeling for the rough dimensions of
the speeds and capacities of the listed crypto currencies.
Sources: Alfaroq (2017), BitInfoCharts (2017), Cyberblock (2017), Mastermined (2017), NEM (2015, 2016), NEO
(2017c), Steemhoops99 (2017)

10 The transaction fees are set to zero/ a fraction of a cent in NEO and Ripple, respectively, but users may choose
to pay a fee to prioritise their transaction (NEO, 2017b) or to use IOUs of trusted organisations (Ripplewiki, 2014).
11 For Dash and NEM, no current data on current transaction capacity is available. The data refers to the
transaction capacity of planned improvements (Alfaroq, 2017; Mastermined, 2017).
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3

The potential of distributed ledger technologies for financial inclusion

The 2030 Agenda for Sustainable Development puts a focus on financial inclusion as a
means of alleviating poverty; several Sustainable Development Goals (SDGs)12 address this
issue. The empirical case for the effectiveness of promoting broader development goals by
fostering financial inclusion has been getting stronger in recent years. Robust studies that
demonstrate an impact on poverty reduction (Banerjee & Duflo, 2012; Suri & Jack, 2016)
are beginning to emerge: “Financial inclusion means that individuals and businesses have
access to useful and affordable financial products and services that meet their needs –
transactions, payments, savings, credit and insurance – delivered in a responsible and
sustainable way” (World Bank, 2017b).
This definition encompasses a broad spectrum of basic financial services. Crypto currencies
generally enable transaction, payment and store-of-value (i.e. savings without interest
payments) services. Transaction costs and price volatility vary from implementation to
implementation though (Table 1 and Section 4.3). Distributed ledger technology also has
the potential to reform services such as interest-earning savings (B2BPay, 2017), credit and
credit ratings (Bloom, 2017; Lee, 2017) and insurance. An important tool to program such
systems are smart contracts (see Box 2, also for an exemplary blockchain insurance service).
In addition, blockchain technology could revolutionise identity-management systems, thus
overcoming an important impediment to financial inclusion.
Access to a transaction account is of special importance for financial inclusion, as it provides
a possibility to store money as well as send and receive payments, and it serves as a gateway
to other financial services (World Bank, 2017b). In 2011, 2.5 billion people did not have an
account,13 according to World Bank estimates. By 2014, financial inclusion expanded
rapidly, reducing the figure to 2 billion people. The advent of mobile banking contributed
to this success, particularly in sub-Saharan Africa, where 12 per cent of adults were using
mobile money accounts. In the region, 45 per cent of mobile money account holders did not
have an account at a bank or financial institution, so their only access to financial services
was mobile money (Demirguc-Kunt, Klapper, Singer, & Van Oudheusden, 2015).
A good replacement for access to a transaction account could be access to a universally
accepted and secure crypto currency. It would enable payments, offer the possibility to store
money and could also provide a gateway to other financial services (blockchain-powered or
not). Crypto currencies do not generally have formal access restrictions, but userfriendliness (e.g. password recovery mechanisms) could be improved. This might also
increase adoption rates, which are arguably the biggest hindrance to fulfilling the gamechanging potential of distributed ledgers. Nevertheless, blockchain technology has a home
advantage concerning national as well as international remittances, which are discussed in
Section 3.1. Simple financial services (i.e. payments and a store-of-value) are both (i)
relatively easily provided through existing blockchain technologies and (ii) an indispensable
part of financial inclusion. Moreover, the emerging distributed ledger and blockchain
technologies are often viewed as being the most significant universal innovations since the

12 According to my count, six of the seventeen SDGs (Goals 1, 2, 3, 5, 8, 9) directly address issues of
financial inclusion. The respective targets are 1.4; 2.3; 3.8; 5a; 8.10; 9.3 (United Nations, 2015).
13 This includes accounts at a bank or another type of financial institution, or with a mobile money provider.
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advent of the internet (Lorenz et al., 2016). To also showcase a non-financial application of
the technology, blockchain’s potential for improving land registries is analysed. The
connection of land registries to financial inclusion may not be obvious, but officially
registered property is a very important form of collateral. Thus, better land registries may
contribute towards improving access to credit (Section 3.2).

3.1

National and international remittances

International remittance flows to developing countries (USD 440 billion, as of 2015) are
responsible for about three times the amount of official development assistance flows (USD
131 billion, as of 2015) (Organisation for Economic Co-operation and Development, 2017;
World Bank, 2017c). Do these large funds also have an impact on development outcomes?
A literature review (Adams, 2011) shows that “international remittances generally have a
positive impact on poverty and health in the developing world”, whereas their effect on
labour supply, education and economic growth can be negative. The development outcomes
of poverty alleviation and health improvements are clear ends in themselves, whereas labour
supply and economic growth are means rather than ends. Education has important means as
well as ends components, but it should be clear that, on an individual level, the absence of
severe illnesses and the absence of extreme poverty are preconditions for attaining any
meaningful level of education. Thus, the total positive development impact of remittances
is quite clear, despite possible negative side-effects. Even if one disagrees with this
reasoning, one should support low remittance prices, as long as one is committed to
achieving the SDGs: Target 10.c aims to “reduce to less than 3 per cent the transaction costs
of migrant remittances” by 2030 (United Nations, 2015).
Mobile banking drastically reduces the cost of offering payment services by avoiding the
costs of brick-and-mortar branches. At the same time, it offers obvious benefits of
convenience and reduces transport costs, especially in villages (people no longer have to go
to town to handle their financial affairs). It seems reasonable to expect that mobile banking
has further contributed to bringing down the number of people without an account since
2014. Are crypto currencies able to further reduce the costs of payments and migrant
remittances in the face of such a recent and impactful technological revolution in the sector?
The answer very much depends on the crypto currency one has in mind, as the average
transaction fee varies from more than USD 7 to absolutely free (Section 2.4). A
disadvantage that all currently available crypto currencies share is that they require an
internet connection, possibly through a smart phone, whereas mobile payment systems only
require a regular mobile phone. In addition, using crypto currencies is sometimes not very
user-friendly and requires a relatively high level of technical know-how, although this is
quickly changing (see the example of Abra below); the technical barriers for usage are
definitely higher for crypto currencies than for mobile payment systems. In addition, the
regulatory capacity of a government and its willingness to accept a certain level of risk under
a proportionate approach to regulation are important factors. Regulators will not only
influence adoption levels of crypto currency-powered payment mechanisms, but also the
development of a crypto-financial-services ecosystem.
The higher technical barriers for using crypto currencies also apply in the field of migrant
remittances. Mobile money companies are increasingly adding international remittances to
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their services. The average cost reductions they offer vis-à-vis conventional MTOs range
from 50 to 21 per cent, depending on whether the recipient makes use of the cash-out service
or keeps the money in a mobile account (GSMA, 2016). Despite this positive development,
in the third quarter of 2017, the global average cost of sending remittances was 7.21 per cent
of the amount sent (World Bank, 2017a). These high costs mean that the disruptive potential
of crypto currencies is much higher in the remittances market than in the payments market.
Could blockchain technology lead to substantial cost reductions in the remittances market?
The most important cost driver of remittance companies is the operation of cash collection
and distribution locations. These costs may come in the form of commissions to local agents
or as salaries and rents, depending on the business model (Kalan & Aykut, 2005). Although
a blockchain-powered money transfer can operate without branches, this is also possible
with digitised transfers that do not use a blockchain. In fact, incumbents such as Western
Union as well as start-ups such as TransferWise and WorldRemit offer cashless services
that rely entirely on sending money online or through a mobile phone, thus circumventing
the costs for running brick-and-mortar branches. However, blockchain solutions offer
another advantage over conventional digital solutions. Remittance services working through
the internet or using mobile money both use the banking system (typically correspondent
banks) to settle cross-border transactions (Committee on Payment and Settlement Systems
& World Bank, 2007; Daly, 2010). Due to this, it takes several days to settle transactions.
MTOs nevertheless offer (premium-priced) express services, which guarantee same-day or
nearly instant delivery. By holding large amounts of local currency, the local MTO
representative is able to give out funds to recipients and gets refunded some days later.
Although it enhances convenience for the consumer, this pre-funding increases capital costs.
Blockchain-powered cross-border payments do not rely on the banking system to transfer
money across borders, so transactions are settled within minutes – or even seconds – instead
of days. This brings down capital costs and lowers entry barriers for start-ups, which
intensifies competition.
On the other hand, blockchain-powered solutions that use a crypto currency to transfer
money require two currency conversions instead of one (e.g. euro to Bitcoin to Indian rupee,
instead of euro to Indian rupee). Blockchain transaction fees may also be an issue, depending
on the crypto currency one uses. The currency conversion fees are not necessarily large, as
exchange rate markups of intermediaries can be very low if the market is highly liquid.
The peer-to-peer payment service Circle proves that blockchain-based cross-border
payments for zero fees and zero exchange rate markup are possible today. The service is
currently only available in the United States, Great Britain and several euro zone countries,
but the company plans to expand its network to China. Circle states that it is able to offer
its Ethereum-based service for free (they offer the mid-market rate to their customers) due
to its crypto currency treasury and trading operations (Neville & Allaire, 2016, 2017). This
makes sense if one considers that currency treasury and trading require the ability to
purchase currency as cheap as possible and sell it as expensive as possible. Thus, Circle
profits from being able to buy/sell currency from/to their customers, because they would
otherwise have to pay higher/ sell for lower prices. Cashaa has a similar business model and
offers its low-cost crypto currency-powered service in 141 countries.
In addition, Stellar offers the transfer of IOUs in any currency globally for a fraction of a
cent (Ripple works with a similar technology but markets it primarily to banks instead of
end users; see Section 2.3). Although the payment app Abra charges somewhat higher fees,

18

German Development Institute / Deutsches Institut für Entwicklungspolitik (DIE)

A primer on blockchain technology and its potential for financial inclusion

it provides an innovative technical solution for customers who prefer to use cash to pay for
the remittance or who want the receiver to get the money in cash. The system is based on
Bitcoin transactions, but users do not necessarily have to buy Bitcoins on their own. Instead,
they can use the services of “Abra tellers”, who act as one-person exchanges between Bitcoin
and local currency cash in sending and receiving countries, respectively (Light, 2017).
National – and especially international – remittances is an area where transformational
change is already happening with existing distributed ledger technologies. The first userfriendly apps and online services that offer international payments for free or for very low
costs exist. These and other innovative distributed ledger companies that have yet to present
their solutions to the public may be expected to attract a considerable share of the
remittances market in the coming years. However, as of now, the technology is only suitable
for remittance senders and receivers that are connected to the internet.

3.2

Land registries

The Peruvian economist Hernando de Soto is a seasoned proponent of strengthening
property rights in developing countries to fight poverty. He coined the term “dead capital”
to describe assets that lack formal property rights, and therefore cannot be easily traded or
used as collateral for credit (de Soto, 2000). Due to the missing titles, dead capital is also
subject to a looming threat of expropriation, which may discourage investment. De Soto’s
early work on property rights and informality – for example, the empirical finding that it
took 289 days to open a small business in Peru in 1983 – has inspired the development of
the World Bank’s “Doing Business” report. Since its second edition in 2004, the report
contains a section on registering property (World Bank, 2016). In this area, digitising the
land registry turned out to be an especially effective measure for speeding up transfer
processes. Between 2010 and 2015, 37 economies digitised their land registry. This led to a
38 per cent reduction in the time needed for registering a property transfer in these countries,
compared to a 7 per cent reduction in countries that did not digitise their land registries
(World Bank, 2016). The next promising step that builds on digital data could be to put
(parts of) the land registries on a blockchain.
Even small improvements may have a considerable effect in this field, as the volume of
global dead capital is estimated by de Soto to be USD 20 trillion, which is held by 5.3 billion
people worldwide (Arsenault, 2016; Bne IntelliNews, 2017). This massive lack of property
rights has far-reaching economic consequences. Fixing this issue could, according to de
Soto, lead to “Chinese or Indian growth rates worldwide” (Casey, 2016). However, this
enthusiasm is not undisputed. Williamson (2010) splits de Soto’s reasoning into two
hypotheses and conducts a survey of the empirical literature to test both: “1) Property rights
impact development by altering the ability and incentives for capital formation, 2) Land
titling provides the means to secure property rights.”
Whereas the first hypothesis is largely uncontested in the empirical literature, the evidence
on the second hypothesis is mixed.14 Kerekes and Williamson (2010) identify a potential

14 Williamson (2010) explains that three out of six studies that investigate whether or not land titles lead to
higher investment rates find significant effects.
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reason for the limited effectiveness of land titles: private banks in Peru do not trust land titles
enough to grant their holders any advantages over holders of untitled land. In fact, Peruvian
private banks use informally and formally owned land as collateral. To compensate for the
perceived insecurity of the collateral, banks charge interest rate premiums, irrespective of the
existence of land titles. Kerekes and Williamson (2010) argue that a failure of the state to
enforce property rights could be the reason for this surprising finding.
It is therefore important to stress that a blockchain land registry must be embedded in
functioning enforcement mechanisms to effectively secure property rights. These conditions
are currently not being met in many developing countries, where the situation is
characterised by disputed land rights and dysfunctional legal enforcement mechanisms.
Note that crypto currencies do not typically have to rely on enforcement mechanisms other
than their own code-based mechanisms against malicious activities. The virtual token (e.g.
Bitcoin) itself is the valuable object, which enables software to protect it. Only if this
protection fails – for example, if an attacker succeeds in stealing the private key of a Bitcoin
address – are state enforcement mechanisms (i.e. the police and courts) needed. In contrast,
a land registry contains titles, that is, abstract representations of physical valuables that are
outside the registry. Thus, all current proposals for distributed ledger land registries that the
author is aware of (sometimes implicitly) rely on state enforcement mechanisms to function
properly.
The alternative to this would be a software- and hardware-enabled enforcement mechanism
of property titles, that is, to digitise the access to properties. This could potentially be
achieved using so-called proplets: electromechanical devices that “control physical objects
with digital protocols” (Szabo, 2001). In the case of buildings, proplets could be integrated
in doors to digitally restrict access to anyone who is not the owner. The owner would be
identified on the blockchain. However, a critical attribute of proplets, as described by Szabo
(2001), is entanglement. The proplet should be so entangled with the property it protects that
it is prohibitively costly to remove it from said property. This requirement seems to be difficult
to fulfil, given the high value of buildings and the land they are built on. It is indicative that
Szabo (2001) mentions cars and even weapons of mass destruction, but not property as being
exemplary use cases for proplets. Thus, in the foreseeable future, property registries will
depend on state enforcement mechanisms.
In addition, the initial creation of ledger entries cannot be fully automated and requires a
functioning judicial system to guarantee that conflicting claims to a given property are
legally settled before the property enters the distributed ledger. Arruñada (2017) points out
that producing reliable information is indeed the main challenge for property registries and
that blockchain technology does not seem to be able to solve this problem. Once the ledger
is set up, the transfer of property tokens could theoretically be handled analogously to the
transfer of Bitcoins or other crypto currency tokens. However, this would lead to enormous
problems if a cryptographic key to a property token were to be lost or stolen (Mizrahi, s.a.).
Due to this and other reasons, projects that aim to migrate the land registry of a country to
a distributed ledger usually try to design a more sophisticated system that does not fully rely
on users keeping their cryptographic keys safe (see below).
However, even if functioning land registries exist, politically motivated transfers of land
(primarily state land) to political elites and their cronies are an important concern in many
developing countries (Deininger & Feder, 2009). Against this background, blockchain
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technology can be seen as a tool for governments to credibly self-bind themselves to not
interfere with the land registry. As distributed ledgers have a high level of immutability,
corrupt bureaucrats and politicians would hardly be able to assign land titles to their cronies,
as long as the system is not dominated by a group of colluding block creators or abandoned
by the government.
In addition, Arruñada (2017) cautions that the automated exchange of property on a
blockchain is only conceivable in a system that records deeds (e.g. employed by France and
a majority of US states), as opposed to a system that registers rights (e.g. employed by
Germany and Australia). The main difference between the systems is that the former system
dates and keeps documents, whereas the latter system additionally “[verifies] as a necessary
condition for entry into the register, that the intended transactions respect all other
rightholders’ rights on the specific asset” (Arruñada, 2017, p. 28). Therefore, the latter
system is able to provide an indefeasible title of the land, whereas in the former system, the
titleholder has to prove its legitimacy in court if there are conflicting claims. Thus, in the
case where a fraudulent transaction of a title (e.g. an attacker steals the private key and
transfers the property to themselves) is done on a fully automated blockchain under a land
registration system, the attacker would, in principle, hold an indefeasible title of the land.
In contrast, the attacker could be challenged in court under a deeds registration system.
Arruñada (2017) therefore argues that blockchains will likely not be able to fully automate
land transactions in systems that register rights.
The Republic of Georgia and Sweden are hosting two of the most advanced projects (by
BitFury and ChromaWay, respectively) that aim to optimise the national land registry using
blockchain technology. Hernando de Soto actually serves as a board advisor to BitFury
(BitFury, 2017). Georgia is not a country that desperately needs reforms of its land
registries. In fact, the country ranked third in the “Registering Property” dimension of the
World Bank’s 2017 “Doing Business” report. BitFury is said to have chosen the small
Caucasian country precisely due to its efficient land registries, so that a well-functioning
land registry on a blockchain can serve as a role model for other countries (Smith, 2016).
The stalling of a similar project by Factom in Honduras lends some credit to their approach
(Rizzo, 2015). As of April 2017, 100,000 documents were registered on the blockchain that
BitFury created for Georgia (Smerkis, 2017).
The project that ChromaWay is conducting in Sweden has, up to now, only completed the
testbed stage. Despite this, they are ahead of the project by BitFury, in that they have already
published a report that broadly describes how their solution works and what benefits are to
be expected (Kempe, 2017). The report clarifies that the system will not enable fully
automated transactions of property titles on the blockchain and replace the Swedish land
registration authority’s role in the process. Rather, the project aims to build a solution that
simplifies and speeds up the cooperation of the different actors involved in property
transfers (the land registration authority, seller, buyers and their respective agents and
banks), while increasing transparency for the parties involved.
This is realised using a private blockchain that restricts access to the documents of a
transaction to those involved in it. Additionally, hashes of the contract can be uploaded into
an existing blockchain (e.g. Bitcoin or Ethereum) as an additional security mechanism that
further guards against undetected manipulation. If the project lives up to its ambitions, the
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time between writing the purchasing contract and registration at the land registration
authority will, for example, be reduced from four months to a few days.
This indicates that distributed ledger technology has the potential to increase the efficiency
and user-friendliness of land registry systems in all countries. Furthermore, distributed
ledgers could be even more valuable in countries that struggle with unreliable land
registries. This potential is subject to the following conditions:
 Existing problems are due to difficulties with maintaining the registries, as opposed to
the initial creation of ledger entries.
 The land registry is supported by adequate executive and judicial enforcement
mechanisms.
 National governments are willing to self-bind themselves by impeding future
manipulations of the ledger.
However, as a reliable land registry is an indispensable precondition for “reanimating” the
enormous sums of dead capital globally, even solutions that only work in specific contexts
should not be underrated.

4

Risks and externalities

Despite their potential for financial inclusion and other purposes, distributed ledgers are a
new technology that comes with new risks and externalities. The following three
subsections focus on security risks, the externality of high levels of electricity consumption
and price volatility of crypto currencies.

4.1

Security, immutability and privacy of distributed ledger systems

There is no consensus in the crypto currency community about which consensus mechanism
is theoretically the most secure (see e.g. Buterin, 2016a; Demeester, 2017; Kiayias, Russell,
David, & Oliynykov, 2017). Section 2 provided simplified explanations on how the
different mechanisms secure the ledger, but the technical details of this debate are beyond
the scope of this paper. In the following, the security and immutability of distributed ledgers
are instead examined by analysing experienced security threats in Bitcoin and immutability
concerns in Ethereum.
Under Bitcoin’s PoW system, attaining the bulk of available computational power to
successfully conduct an alternative history attack is very expensive. Until now, such attacks
have only been successfully conducted if the receiver accepted the payment without waiting
for any confirmations (i.e. blocks that were mined on top of the block that contained the
payment). In fact, the mining pool (see Box 1 for a definition) “Ghash.io” conducted doublespend attacks against an online gambling site in 2013 (Hearn, 2015). In addition, Gash.io
controlled at least 51 per cent of the available computing power for about 12 hours in June
2016 (without conducting double-spend attacks). These incidents showed that alternative
history attacks are not only a theoretical threat. The emergence of mining pools has created
a considerable degree of centralisation in a system that is designed to be decentralised.
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Satoshi Nakamoto, the pseudonymous founder of Bitcoin, argued that it would not make
sense economically to attack the system in this way, because an attacker who owns enough
computing capacity to attack the system would undermine their own wealth (Nakamoto,
2008). This could refer either to the hardware investment of the miner or to an expected
collapse of the value of Bitcoin after a successful attack. However, Down and Hutchinson
(2015) point out that one should not rely on this intuitive argument too much, because
mining hardware (ASICS) only has a useful lifespan of a few month. Thus, towards the end
of this cycle, the value of the ASICS could be smaller than the gains of a large double-spend
attack. In addition, the possibility of cloud mining even allows attackers to control mining
power without owning any hardware.
Despite the existence of large mining pools, which increase the risks of double-spend
attacks, more conventional attacks have caused much greater losses. Attacks in which the
private keys of individual users or centralised institutions, such as crypto currency
exchanges, are stolen, are similar to the hacks of online bank accounts of individuals or
corporations. A popular way to steal a private key is to install a conventional keylogger
program or device15 on the victim’s computer. Knowledge of the private key enables the
attacker to transfer the Bitcoin held in the address to their own account. Unlike with online
banking, this transaction cannot be recovered because there is no central entity that can undo
the transaction16 or refund the victim of the attack. The hacks of large centralised entities
within the Bitcoin and Ethereum networks have led to massive losses of crypto currency.
The largest Bitcoin theft, which consisted of Bitcoins worth USD 500 million, targeted the
exchange Mt. Gox, which subsequently could not pay out its users’ funds and collapsed
(Wieczner, 2017). However, there are technical means that individual users can employ to
prevent key thefts (Bitcoinwiki, 2017a).
In the Ethereum network, the hack of the Decentralized Anonymous Organization (DAO)
has brought the immutability of blockchains into question. The DAO was an automated
venture capital fund without any management staff. All investors were supposed to be able
to take a vote on investing in projects that were proposed to the fund. After the DAO raised
the equivalent of USD 150 million in Ether (the currency of the network Ethereum), an
attacker exploited a code error and was able to withdraw about a third of the funds (del
Castillo, 2016). The Ethereum community, some of whom had invested in the DAO, was
split on the question of whether the withdrawal of the funds was a theft that needed to be
corrected or the legitimate exploitation of a faulty smart contract. The lead developers did
not want to accept that such a large investment by many members of the community was
lost, so they implemented a fork just before the block that contained the disputed withdrawal
of DAO funds (Buterin, 2016b). This had the effect that everybody who had invested in the
DAO could safely withdraw their investment. The fork quickly gained the support of a clear
majority of Ethereum miners, but a minority refused to accept the change in the transaction
history. Due to this, Ethereum Classic was created, which still works with the original
transaction history, including the disputed withdrawal of DAO funds. Today, Ethereum

15 Keyloggers are computer programs or hardware devices that track every keystroke of a computer
(Landesman, 2017).
16 It is technically possible to freeze transactions that are mistakenly sent on distributed ledger networks, but
Bitcoin does not support this feature. Stellar allows its users to freeze transactions so that the recipient
cannot use the unintentionally sent funds but can send them back to the sender (Stellar Development
Foundation, 2017).
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Classic is traded for USD 30, whereas Ethereum is traded for USD 480 (Coinmarketcap,
2017, as of 28 November 2017).
This discussion shows that distributed ledgers are not technically immutable, but they offer
a relatively high degree of protection against malicious network attacks by individuals.
However, if the majority of decision-makers agree to rewrite the transaction history, this is
possible. Thus, one has to trust the group of decision-makers of the respective distributed
ledger not to collude in order to defraud its users. This should be easy as long as the decisionmakers are a large and diverse group of actors who also have a stake in the success of the
currency. However, with the emergence of large mining pools and cloud mining, neither of
the two conditions are necessarily true for all PoW blockchains.
The privacy features of crypto currencies are ambiguous. Like the creator of Bitcoin, most
crypto currency transactions can be described as being publicly visible but pseudonymous.
In Bitcoin and Ethereum, for example, the entire ledger of transactions can be scrutinised
by anyone, but instead of seeing names of senders and remitters, you see their crypto
currency addresses. Associating these with people or companies is complicated, but it is
possible by linking publicly available information to a Bitcoin address (see e.g. Meiklejohn
et al., 2013; Monaco, 2015). Thus, public ledgers offer the option to track payments, which
is a feature that is not provided by conventional electronic payment mechanisms. Although
this has advantages for law enforcement agencies, the desire of users to have more advanced
privacy features is understandable. After all, there is a looming threat that somebody could
publicly link users’ names to their public transaction histories.
The crypto currency Monero addresses this need by offering advanced privacy features and
untraceable transactions (Monero, 2017). In addition, there are automatic crypto currency
mixers that confuse the trails of transactions in any currency. These mixers work well,
unless one aims to disguise the whereabouts of very large sums (see Buterin, 2013, for an
enthusiastic description). It is obvious that these privacy features can be misused for
criminal activities. Traditionally, a preferred form of payment among criminals who handle
large amounts of money is cash, due to the high privacy level it offers. However, cash has
several disadvantages. For example, it creates high transaction costs if the physical distance
between sender and receiver is large, and it is easily lost or stolen. Crypto currency has the
potential to solve both problems. Combined with the advanced privacy features of some
crypto currencies and concealment services, the digital versions of cash-stuffed suitcases
may encourage money laundering and the financing of illicit goods.
To combat these illegal activities, regulations focussed on anti-money laundering (AML)
and combating the financing of terrorism (CFT) exist. Applying these regulations to crypto
currencies is difficult due to their peer-to-peer nature. Regulators are usually able to
regulate central entities. In fact, crypto currency exchanges are subject to know your
customer (KYC) regulation. However, it is possible to use crypto currencies without ever
interacting with exchanges. A very anonymous way to achieve this is to engage in mining
the currency. To balance the legitimate privacy needs of users with security needs and the
associated prosecution requirements of law enforcement agencies is not easy, and Section 5
can only give some hints.
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4.2

Electricity consumption of proof of work blockchains

Financial inclusion is primarily a means to achieve developmental ends, such as the SDGs,
which are outlined in the 2030 Agenda. The SDGs and its targets are “universal, indivisible
and interlinked”. This implies that financial inclusion should not be achieved at the expense
of environmental goals, such as SDG 13, which aims to combat climate change (United
Nations, 2015). Section 3 highlighted the potential of blockchain technology to foster
financial inclusion. However, PoW blockchains have a high level of – often coal-powered
– electricity consumption. Against the background of environmental externalities associated
with fossil fuel-powered electricity generation, this section discusses the electricity
consumption of PoW blockchains. In addition, the rationale for using this consensus
algorithm is scrutinised.
Although the Bitcoin mining hardware is quickly getting more energy-efficient (Box 1), the
total energy consumption level that PoW requires is continuing to rise. In fact, the difficulty
of calculating the hash for each block is adjusted to the computing power of the network, so
that it always takes about 10 minutes for the next block to be mined. Under these conditions,
efficiency gains only increase competition and lead to a higher rate of hardware exchange,
but they do not reduce the total consumption level of energy. The electricity consumption
level of the Bitcoin network has exploded in recent years, fuelled by the currency’s
skyrocketing price. As of 17 November 2017, a single Bitcoin transaction is estimated to
consume 277 KWh.17 This is equivalent to the daily consumption of about nine American
households. The total electricity consumption of the network is a remarkable 0.13 per cent
of worldwide consumption (Digiconomist, 2017a). The Ethereum network is estimated to
consume 61 KWh per transaction, which is equivalent to the daily consumption of two
American households, which is extremely high for a payment service, although the figure
pales in comparison to Bitcoin’s 277 KWh. Ethereum’s share of global energy consumption
is estimated at 0.05 per cent (Digiconomist, 2017b).
The alternative consensus mechanisms PoS and PoI (Section 2.2) as well as voting-style
algorithms (Section 2.3) have very low energy consumption levels. Also, the Tangle’s
version of PoW is relatively energy-efficient. Thus, there are many alternatives that already
have proved their viability. After all, four out of the top ten crypto currencies use (relatively)
energy-efficient consensus mechanisms. From a sustainability perspective, it is unfortunate
that the top three crypto currencies (Bitcoin, Ethereum and Bitcoin Cash) are still using
PoW. Therefore, it is of particular importance that Ethereum’s switch to PoS is successfully
completed. This might then also encourage the developers of Bitcoin and other PoW
blockchains to switch to a sustainable consensus algorithm.
However, at the moment, Bitcoin developers seem to have no such plans, except for the
introduction of the Lightning Network, which would improve the situation for small and
recurrent transactions (Section 2.1). A popular argument for PoW blockchains is that the
costliness of their creation, using a gold analogy, gives Bitcoins their value. This idea can
be traced back to 1998, when Nick Szabo wrote the concept for Bitgold, which was an
intellectual precursor of Bitcoin. The pseudonymous creator of Bitcoin also referred to this

17 This does not take into account the energy used to produce the hardware, which is typically replaced at a
high frequency (see Box 1; Digiconomist, 2017a).
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idea by stating: “The steady addition of a constant of amount of new coins is analogous to
gold miners expending resources to add gold to circulation” (Nakamoto, 2008).
In the following, a possible explanation for the reluctance to retire PoW is given. It is part
of the crypto-anarchic attitude that gave rise to the creation of crypto currencies to stress the
weaknesses of fiat money (money that is legal tender but not backed by any commodity).
Indeed, fiat money has led to many hyperinflation periods due to its over-issuance by the
government. The consequence was usually the replacement of the failed fiat currency with
a new one. However, there are counterexamples of currencies that have not failed for very
long time spans, with the record-holder being the British pound, which was introduced in
169418 (Galland, Mack, & Clark, 2011).
The history of frequent hyperinflation-created currency crises indicates that there were
insufficient governance mechanisms in place to regulate the supply of money in all such
instances. It is also true that such crises can be avoided by using something that is costly to
produce as a monetary unit, because a drastic oversupply of money is infeasible if it is costly
to produce. Note, however, that Bitcoin uses a fixed schedule to issue additional amounts
of currency, so that production is not subject to market forces at all. Therefore, although
costly-to-produce tokens can be used to guard a currency against inflation, this is not the
mechanism Bitcoin uses.
However, the author argues that protection against any given money-supply-driven inflation
level can be achieved through any secure system that guarantees a rules-based moneycreation process. PoS, voting-style algorithms or any other secure mechanism that
guarantees that any additional quantities of money are only issued in accordance with a predefined schedule fulfils this condition, just as PoW does. In fact, the security of the
algorithm determines the level of trustworthiness of a crypto currency. Using electricity
costs to secure an algorithm seems to be a very inelegant and inefficient solution. Thus, it
seems unconvincing that Bitcoins and similar crypto currencies are valuable just because
real resources were used to create them. Crypto currencies rather derive their trustworthiness
from secure mechanisms that guarantee their scarcity.
The claimed security advantages of PoW are disputed in the distributed ledger community
(Section 4.1). Against this background, there does not seem to be a compelling reason, other
than path dependencies, to continue using PoW as a consensus algorithm. If, for some
reason, PoW does have some unique features that make it superior to alternative algorithms,
one should at least try to use the enormous computing power that it uses to solve real
problems and further the advancement of science. The relatively small crypto currencies
Primecoin and Gridcoin follow this approach and use their PoW systems to find special
prime number chains or do the computing work for various research projects in diverse fields
such as epidemiology, climate science and astrology (Gridcoin, 2017; Primecoin, 2014).

18 To paint the complete picture, one has to point out that even the British pound, due to regular inflation, is
only worth about 0.5 per cent of its original value, which was 20 ounces of silver (Galland, Mack, &
Clark, 2011).
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4.3

Volatility of crypto currencies

Since the US soap opera “The Good Wife” of mainstream television network CBS aired an
episode on “Bitcoin for Dummies” in 2011, the crypto currency has attracted increasing
levels of media attention (99Bitcoins, 2017). A recurrent theme throughout the years has
been Bitcoin price explosions. The phenomenon has also frequently been described as a
Bitcoin bubble, cautioning against a belief of ever-rising prices (see e.g. Browne, 2017; The
Economist, 2013). Media coverage also plays an important role in the short-term price
variations of Bitcoin, but in the long run, fundamental factors such as Bitcoin’s velocity,
equity market indices and exchange rates are determining factors, according to Bouoiyour,
Selmi, Tiwari and Olayeni (2016).
As a result of short-term and long-term factors, the exchange rate of Bitcoin skyrocketed
from USD 0.05 in July 2010 to more than USD 13,000 in January 2018 (Coindesk, 2017b).
This explosion in value went hand in hand with very high – but slowly declining – levels of
volatility. At the time of publishing, the 30-day volatility of Bitcoin against the US dollar is
still fluctuating around 6 per cent (Figure 7), as compared to the average volatility of other
major currencies (0.5-1 per cent) or gold (1.2 per cent).
Figure 7:

Bitcoin price and 30-day volatility

Note that prices are measured on a logarithmic scale.
Source: Buy Bitcoin Worldwide (2017)

Most other crypto currencies are also experiencing high levels of volatility, but this section
focusses on Bitcoin, because its volatility has been more thoroughly analysed in the
literature than any other crypto currency.
Its high level of volatility seriously impedes Bitcoin’s functionality as a currency. Baur and
Dimpfl (2017) assess to which degree Bitcoin is able to fulfil the three economic functions
of a currency, namely to be used as (i) a medium of exchange, (ii) a store-of-value and (iii)
a unit of account. Although a high level of volatility obviously impedes functions two and
three, it may also affect function one indirectly. Risk-averse consumers will strive to
minimise their exposure to a currency with a high level of volatility, thus they will have to
buy Bitcoin immediately before using the currency to purchase something. This pushes up
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transaction costs and drives down Bitcoin’s usefulness as a medium of exchange. As a
consequence, Baur and Dimpfl (2017) conclude that its high level of volatility prevents
Bitcoin from properly fulfilling any of the three functions. It follows that Bitcoin might better
be classified as an investment than a currency at present. This is backed by the analysis of
Glaser, Zimmermann, Haferkorn, Weber and Siering (2014), which demonstrates that new
users of Bitcoin predominantly keep their newly bought Bitcoins on the exchange they bought
them. The transaction volume of the crypto currency is unrelated to the transaction volume of
Bitcoin exchanges in their sample.19 Thus, peoples’ primary motivation for buying Bitcoin
seems to be investment rather than usage as a means of payment.
However, there are fiat-pegged crypto currencies that circumvent volatility almost entirely.
Perhaps the simplest solution to achieve this is provided by Tether, which backs its crypto
currency version of the dollar (USDT) 100 per cent with US dollars, so that one USDT can
always be exchanged for one USD (Tether, 2017). In addition, the central banks of Canada
and China are exploring the launch of crypto versions of the legal tenders of their countries
(The Economist, 2017b). Furthermore, distributed ledger-based payment systems such as
Ripple and Stellar allow the user to directly transfer fiat IOUs. Thus, a high level of volatility
does not apply to all crypto currencies.

5

Conclusions and regulatory recommendations

This paper illustrates the diversity of distributed ledger technologies by explaining two
major data structures – the blockchain and the Tangle – as well as the four major consensus
algorithms: PoW, PoS, PoI and voting-style algorithms (Section 2). Across these different
categories – and to a lesser degree also between different networks within the same category
– performance indicators, additional features as well as risks vary greatly.
Finance is the most obvious field of application for distributed ledgers. Evidence for the
great potential of blockchain technologies to bring down remittance costs and provide a
secure store of money is presented in Section 3.1. It is indicated as well that crypto
currencies may act as a gateway to more sophisticated financial services. The field is
developing dynamically with rapid advances in user-friendliness and lowering costs: some
international distributed ledger-powered remittance services are already available for free.
The remaining challenge of achieving mainstream adoption does not seem to be hindered
by existing regulations in any major way. In general, blockchain-powered remittance
services should be regulated analogously to conventional remittance services to retain a
level playing field.
Fields of application outside the finance realm have gained attention in recent years. The
considerable potential of blockchain technology to improve the efficiency and reliability of
land registries is discussed in Section 3.2. The usefulness of the technology in this sector
depends on certain conditions, such as functioning executive and judicial enforcement
mechanisms. If these conditions are met, blockchains can also help to revive dead capital

19 As Glaser et al. (2014) point out, transactions at the exchange are not recorded directly on the blockchain,
as the funds remain at the Bitcoin addresses of the exchange. Thus, the Bitcoins are not transferred to a
Bitcoin address of the buyer, unless the buyer transfers the funds.
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by enabling the use of property as collateral. As only a few approaches have been
successfully tested, further efforts to develop better blockchain-based land registries could
lead to even more benefits. Therefore, countries that commission a blockchain-based
restructuring of their land registry not only increase the efficiency of their system by orders
of magnitude, but also contribute to worldwide progress in this field. Policy-makers should
be encouraged to follow the examples of the Republic of Georgia and Sweden. Furthermore,
the potential of the technology for other public services should also be considered. It is
essential to compare different technologies in order to gain high levels of efficiency while
avoiding negative externalities.
The innovativeness of blockchain technology goes hand in hand with new types of security
threats. These as well as the implications of different anonymity features of crypto
currencies are analysed in Section 4.1. Regulatory issues related to these topics are
consumer protection and AML/CFT. Crypto currencies are still in their infancy, and overambitious regulation could harm their development in the respective judicial area. On the
other hand, funds worth more than USD 260 billion have already been invested in crypto
currencies (Derousseau, 2017), which are subject to some unique risks. The mandatory
provision of information about risks from exchanges would be a regulatory requirement that
constitutes only a minimal market intervention. On the other hand, it would nudge customers
to make informed decisions about whether they are willing to take the risks associated with
crypto currency usage and investment. The information should be standardised and written
in a way that is comprehensible for the general public. Mandatory topics could include
possible attacks against the network, possible attacks against individual users, data on the
volatility of the respective crypto currency, and technical as well as behavioural means to
manage and mitigate these risks.
How can the dilemma of letting users protect their privacy – while at the same time
providing law enforcement with sufficient information – be addressed? Regulating
exchanges, which is already standard practice, is not sufficient, because it is also possible
to use crypto currencies without having any direct or indirect connection with exchanges.
This may be too cumbersome for most users, but criminals have a higher motivation for
keeping their transactions anonymous. Regulating every user is obviously impractical,
because effectively controlling a sufficient share of users would put a large burden on law
enforcement agencies. A proposal of Australia to make wallet providers subject to
AML/CFT regulations is interesting in this context and should also be considered by other
regulators (Australian Government, 2016). This, as well as any other regulation on
AML/CFT, should ensure that the advanced privacy features of some crypto currencies and
mixing services are adequately considered and cannot be used to circumvent the regulations.
The extremely high energy consumption levels of PoW blockchains (Section 4.2) are
another reason for concern. However, instead of regulating the energy consumption levels
of blockchains separately, this issue should be addressed by reforming and harmonising
existing emission-trading schemes and carbon taxes.
The volatility of Bitcoin has decreased over the years, but, in combination with very high
transactions fees, it still compromises its usefulness as a currency (Section 4.3). However,
there are other crypto currencies that guarantee a fixed exchange rate to the US dollar (e.g.
Tether) or enable the transfer of IOUs in any currency (e.g. Ripple and Stellar).
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Considering the great potential, but also the significant risks, of distributed ledger
technologies, a proportionate approach to regulation is indispensable. Regulators should
also accommodate for the diversity of distributed ledgers and the differences in types of
risks they entail.
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